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• Learn the COSO materials- read and 
study them, determines how you can best 
apply some or all of this material to your 
organization all at once or over time 

• Get started by putting the COSO 
concepts in place. Even if it’s a small 
change to begin, you have to start 
somewhere

• Communicate the COSO concepts and 
materials to others- you can’t be successful 
alone. This includes your internal audit 
team, company management, the board 
and many employees in your organization.  

Closing Remarks 
The 2013 COSO Framework is meant to 
be applied to all companies. COSO can 
be tailored to any type of organization 
regardless of company size, maturity, 
industry or location or type (private, 
public and etc). For small companies in 
some cases, the 2013 COSO Framework 
may be implemented using less than 100 
key controls. In the Middle East, forward-
thinking companies are already using 
the framework and internal auditors are 
using it to build awareness around internal 
control best practice. With this trend 
and the translation of the 2013 COSO 
Framework into Arabic, there is no excuse 
not to use it and benefit from it!
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Under the framework’s methodology, all 
17 Principles must be present and function 
in such a way that the 5 components 
operate in an integrated manner in order to 
conclude that internal control is effective. It 
should be noted that compliance with the 
Points of Focus is optional. The principles 
become present and functioning through 
responsive control activities that are 
designed to the correct level of precision 
and are in fact operating as intended. 
Operating effectiveness is generally 
determined though independent testing of 
the control activity.  
 
Benefits to Internal Auditors

While the 2013 COSO Framework, when 
implemented correctly, helps organizations 
to achieve their objectives and improve 
performance, it is also way for internal 
auditors to meet the requirements of the 
IIA’s standards and drive positive change 
within their organizations. 

When it comes to the IIA’s Standards, 
evaluating internal controls using the 
2013 COSO Framework mainly helps to 
address 2 Standards which can be difficult 
to implement: 

Internal Control
TO COMMENT on the article,
EMAIL the author at robert.hirth@protiviti.com 

• 2100 – Nature of Work: Relates  
 to the evaluation of governance,  
 risk management, and control  
 processes (Mainly through  
 the Control Environment, Risk  
 Assessment, Control Activities  
 and Information &  
 Communication components). 

• 2450 – Overall Opinions:   
 Supporting overall opinions on  
 internal controls with sufficient,   
 reliable, relevant, and useful  
 information (Mainly through the  
 Monitoring Activities component).

Similarly, by promoting a world class 
control framework, internal auditors can 
be seen as having up to date knowledge 
and can use this knowledge to educate 
management and work with them to 
improve governance, risk and control 
processes. Even at private companies in 
the Middle East, such as the Ali Bin Ali 
Group3 in Qatar, the internal auditors are 
promoting awareness of the framework 
within their company. 

Get Started - Use Some or All of it 

As stated in the title of this article, you 
need to :

ROBERT HIRTH is the Chairman of COSO and 
is a Senior Managing Director with Protiviti in 
the United States. 

Diagram 1

Component

Principle

Point of Focus (Optional)

Key Controls

1. The organization demonstrates a commitment to integrity 
and ethical values. 

Control Environment

•	 Sets the Tone at the Top
•	 Establishes Standards of Conduct
•	 Evaluates Adherence to Standards of Conduct
•	 Addresses Deviations in a Timely Manner

Control  
1

Control  
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Control  
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Control  
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BY HAK IM LAL IpURwALA   ED ITED BY  ANDREw COx

Auditing Construction Projects
Introduction
Many companies engage in construction 
projects which can entail significant 
risks and costs. Companies have gone 
bankrupt by poor initial analysis of project 
benefits and a cavalier attitude to project 
management and costs. As a result, it is 
likely construction risks will be high and 
an audit may be scheduled in the Annual 
Internal Audit Plan. This article provides 
information on what should be considered 
when auditing construction projects.

Multi–Stage Audit Approach
These can be a valuable assurance tool, 
especially for auditing construction projects 
which will be planned and implemented 
over a period of time. The idea is that 
Internal Audit can provide assurance by 
adopting a life cycle approach to the project 
through ‘short and sharp’ audits at key 
project stages. This provides immediate 
feedback as the implementation progresses 
and any areas requiring remedial action 
can be addressed at the time they need to 
be addressed. It is generally acknowledged 
this approach can provide added assurance, 
identify problems as they arise, and 
improve outcomes.
 
Tip – Adopting a multi–stage audit 
approach by tracking the project as it 
evolves, and reporting on how to remediate 
issues as they arise, will win you much 
more respect than coming in after the 
project is complete and reporting the 
project was not managed well. A bit like 
the old audit saying about auditors going in 
after the battle to shoot the wounded.

Stakeholders
There are many stakeholders involved in 
construction projects, including some from 

outside the company. Stakeholders 
may include:
• Master Developer.
• Developer.
• Designer/Consultant.
• Project Manager.
• Prime Contractor.
• Sub–Contractors.
• Regulatory Authorities eg. Municipal  
 Authorities, Road and Traffic authority,  
 Civil Defence, Land Department, etc.

Project Stages
Key project stages are usually:
• Feasibility.
• Design and Planning.
• Tender and Contracts.
• Monitoring of Construction.
• Handover.

Auditing Construction Projects 
Auditors need to consider the following 
while auditing construction projects in 
their various stages: 

Feasibility
Key considerations are:
• Major Risks are highlighted.
• Assumptions are matched with current  
 actual conditions
• Internal ‘checks and balances’.

• Independent assurance by external 
 consultants for significant projects.

Tip – There should be continuous review 
of all the above, including changes in the 
construction environment and market 
conditions.

Design and Planning
Key considerations for selection of 
consultants include:
•       Method of selection.
•       Qualification and experience.
• Insurances and bonds
• Specified payment milestones.

Tip – Many consultants put forward their 
company credentials and experience, but it 
is important to confirm that the specified 
personnel who will actually work on the 
project have the necessary qualifications, 
experience and track record.
 
Tender and Contracts
Key considerations are:
• Method of selection – the contractor  
 should ideally be selected based on a  
 tender. Audit review may include:
    - Adequacy and compliance with  
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 company tender policies.
    -  Was the tender properly conducted  
 with equal opportunity for all?
    -  Were both commercial and technical  
 evaluations performed for all bids?
    -  Is a priced Bill of Quantities (BoQ)  
 submitted by all bids?
    -  Does the tender scope cover the entire  
 project? For example, if the developer  
 is building the first phase of a project  
 with a community centre, a mall and  
 a mosque, will all these be completed  
 and ready for occupancy at the same  
 time?
• Are Contracts signed with all  
 Contractors?
    -  Is a standard contract format such  
 as FIDIC (International Federation of  
 Consulting Engineers) followed as  
 it will typically cover all eventualities  
 involved in the construction process
    -  Are contractual terms consistent for all  
 contractors?
    -  Are adequate retention conditions  
 specified to ensure contractors are  
 incentivised to complete the project  
 as planned.
    -  Costing – fixed price, cost plus or 
 guaranteed maximum price? If the  
 contract is a cost plus or guaranteed  
 maximum price, this increases risk  
 and needs to be confirmed as the  
 best approach.

Tip – It can be useful and cost–effective to 
employ an independent Probity Auditor to 
provide ongoing review of the project. 

Tip – There should be adequate segregation 
of duties in the contract award process.

Monitoring of Construction
Key considerations are:
• In FIDIC construction contracts,  
 Schedule 14 represents the  
 construction timeline and highlights  
 the timeline for completion of key  
 activities. If Schedule 14 has been  
 agreed with the contractor, the auditor  
 needs to verify whether the project is  
 on schedule or delayed.  If there are  
 any delays, enquire about actions taken  
 to complete the project on schedule,  
 who is responsible for the delay and  
 whether there is recourse for any  

 additional cost.
• Project progress reports are usually  
 prepared by consultants on a monthly  
 basis and circulated to all parties. The  
 monthly progress reports contain,  
 amongst other things, details about  
 the actual versus planned progress and  
 costs, variations, claims and  
 disputes, non–conformance to contract  
 specifications, and safety issues. A  
 detailed review of the monthly progress  
 reports gives a good view of the current  
 project status.
• The auditor needs to review whether  
 there is a formal Document Control  
 System with proper control over  
 all project documents such as contract  
 copies, communication with  
 contractors, consultants, etc. A detailed  
 review of these documents is necessary  
 to audit the project and understand  
 its current status. Further, a document  
 monitoring system should be in place  
 to enable the company to ensure claims  
 from contractors are correct.
• These documents should align  
 with a recognised project management  
 methodology.
• Prior to making payments to  
 contractors, the following details  
 should be confirmed:
    -  The performance bond, advance  
 guarantee bond and required  
 insurances are valid.
    -  The retention and advance recovery  
        has been properly deducted.
    -  The consultant has approved the  
 payment.
    -  Management has reviewed the    
       Payment Certificate against the BOQ  
       rates and quantities.
• Should a consultant or contractor be  
 terminated for any reason, the auditor  
 should review:
    -  The reasons for termination  
 and mitigation plans put in place by  
 management to ensure project  
 continuity.
    -  Termination and mitigation plans been  
 approved by management. 
    -  Contract requirements and procedures  
 have been complied with. 
    -  The new contractor or consultant  
 has accepted all required handover  
 requirements before processing  
 the final settlement for the terminated  

 contractor or consultant.
• Verification of health and safety reports  
 on compliance with health and safety  
 requirements to ensure safety  
       standards are maintained and people  
       are not placed at risk.

Tip – Auditors should consider engaging 
Subject Matter Experts (SMEs) to provide 
expert input to the construction review 
process. An accounting qualified Auditor 
will have certain skills, but is unlikely to be 
an expert in construction. 

Handover
Key considerations are:
• Regulatory approvals such as  
 Certificate of Occupancy.
• The final drawings, testing reports, end  
 user training, warranties and manuals  
 for equipment have been handed over  
 to the developer.
• Adequate spare parts for equipment are  
 handed over.
• All non–conformances have been  
 rectified to the developer’s satisfaction.
• All issues around time extensions,  
 non–conformances and penalties have  
 been approved and settled.
• All variations been approved and  
 valued.
• The cost consultant provides a cost of  
 break–up attributable to each  
 construction element and the various  
 components, so assets can be  
 capitalised. 

Tip –   A survey may be conducted with 
the users of the project to verify whether 
the project meets their needs and to 
highlight any short comings.

Conclusion
Internal Auditors have a key role to review 
construction projects. They should become 
an assurance partner for the duration of 
the project and adopt a multi–stage audit 
approach. It is not much use to audit a 
project after it is completed. 
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The Evolving Role of Internal Audit in 
Corporate Governance

BY DR. ASHRAF GAMAL

Sir Adrian Cadbury defines corporate 
governance as “the system by 
which companies are directed 

and controlled”. The proper corporate 
governance structure specifies the 
distribution of rights and responsibilities 
among the different parties in the 
organization; this includes the board, 
managers, shareholders and other 
stakeholders. It will also lay down the rules 
and procedures for decision-making within 
the organization.  

Putting the right controls and making sure 
they work has always been in the heart of 
corporate governance. Companies usually 
therefore have multi-layer systems of 

controls. The first layer lies usually within 
each department where work procedures 
ensure the presence of controls aiming 
to minimize the space for errors and 
misconduct. The CEO gets the assurance 
that internal controls are sufficient and are 
working well through the internal audit 
function. But since the board is ultimately 
responsible for the governance of the 
organization, establishing an effective 
audit committee is the key tool that the 
board has in order to oversee that the 
organization is well governed and that the 
numbers and information coming to the 
board and going out to other stakeholders 
are accurate and trustworthy. Share-
owners, on the other hand, would like to 

make sure that their money and interests 
are well-protected, and that various systems 
within their companies are sufficient 
and are functioning the way they should 
be. They therefore appoint the external 
auditor who evaluates such systems, gives 
recommendations or assurances to  
the owners.
 
Given that the role of the internal audit 
function is ever evolving with respect 
to its role in governance, recently the 
Financial Reporting Council, UK, has 
revised its corporate governance code for 
UK companies, which came into effect on 
1 October 2014 and in which it states that 
“ The board should establish formal and 
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transparent arrangements for considering 
how they should apply the corporate 
reporting, risk management and internal 
control principles and for maintaining 
an appropriate relationship with the 
company’s auditors.”  
 
As defined1 by the Institute of Internal 
Auditors “Internal auditing is an 
independent, objective assurance and 
consulting activity designed to add 
value and improve an organization’s 
operations. It helps an organization 
accomplish its objectives by bringing 
a systematic, disciplined approach to 
evaluate and improve the effectiveness of 
risk management, control, and governance 
processes”. This clearly indicates that the 
role of the internal audit function must 
be set and looked at positively rather 
than negatively. That positive role must 
go beyond the traditional concept of 
controlling and safeguarding corporate 
assets, regulatory compliance and 
enforcing corporate policies. The role of 
internal audit is rather to focus on value 
creation for an organization, and on 
evaluating and suggesting improvements 
to corporate governance systems of 
organizations. The value creation concept 
of internal audit will therefore be an 
integrated part of making sure that the 
company achieves long-term success and 
that it is creating value for the society  
at large.  
 
An effective Internal Audit function plays 
a fundamental role in assisting the Board 
to discharge its governance and control 
responsibilities. The Board must, however, 
set the right ‘tone at the top’ and to ensure 
support to be extended to the internal 
audit at all levels within the organization. It 
should be communicated and understood 
that internal audit helps the Board and 
the executive management in protecting 
the assets, reputation and sustainability 
of the organization. The internal audit’s 

role therefore extends beyond financial 
controls to include audits of non-financial 
information and the controls surrounding 
the production of this information as well. 
Recognizing the important role that the 
internal audit function plays in a corporate 
governance system of an organization, the 
Institute of Internal Auditors has issued a 
standard no. 2110 on ‘Governance’ which 
states that “An effective internal audit 
function provides assurance that there are 
appropriate corporate governance processes 
and internal control procedures in place. 
The internal audit activity should assess 
and make appropriate recommendations 
for improving the governance process in its 
accomplishment of the following objectives: 
• Promoting appropriate ethics and  
 values within the organization 
• Ensuring effective organizational  
 performance management and  
 accountability 
• Effectively communicating risk and  
 control information to appropriate  
 areas of the organization 
• Effectively coordinating the activities  
 of and communicating information  
 among the board, external and internal  
 auditors and management.”
 
Various Codes of Corporate Governance 
issued have also echoed the fact that 
internal audit function is an integral part 
of the corporate governance system of any 
organization. The South African King III 
report of Corporate Governance (King 
III Code) recommends that internal audit 
should be strategically positioned in order 
to achieve its objectives. The code further 
suggests that the internal audit should 
report functionally to the chairman of the 
audit committee. Given that functional 
reporting line for the internal audit 

function is the ultimate source of its 
independence and authority, the Institute 
of Internal Audit also recommends that the 
chief audit executive reports functionally 
to the audit committee, board of directors, 
or other appropriate governing authority.  
Subsidiary, branch and divisional heads of 
internal audit should also be sufficiently 
senior as compared to the senior 
management whose activities they are 
responsible for auditing. This point of 
view is getting more popular among 
central banks and financial regulators. 
One of the lessons learnt from the banking 
sector/ financial crisis that started in 2007 
onwards was that certain “risk takers” can 
be left to the control of the CEO or senior 
management, they must report directly to 
the board or one of its committees. This 
includes chief risk officers, chief financial 
officers, and chief auditors. Recent bank 
collapses clearly indicated that it is way too 
risky for the CEO or top management to be 
in control of these functions.  
Internal auditor, with the help and 
guidance of the audit committee, must be 
able to set the right priorities. Therefore it 
is recommended that internal audit follows 
a risk based approach, focusing on the 
high risk areas, going down the ladder as 
much as possible. The audit committee also 
assists the internal audit by discussing with 
him/her the adequacy of resources and 
skills available to address risk identified 
with the audit committee. It is the role of 
the board/ audit committee to make sure 
that internal audit has enough resources 
and calibers to do their job right, keeping 
in mind that the failure of internal audit 
is a failure of the board itself and may 
represent high risk on the organization.
 
The internal auditor should, at least 

Internal audit plays a crucial role in ensuring the 
success and sustainability of any organization.
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annually, carry out an assessment of the 
overall effectiveness of the governance, 
risk and control frameworks of the 
organization, together with an analysis 
of themes and trends emerging from 
internal audit work and their impact 
on the organization’s risk profile. A 
comprehensive report is then presented to 
the audit committee and the board with 

the results and recommendations as well 
as the challenges that may need board 
interventions to handle. 
 The Institute of Internal Auditors has 
issued Standard No 2060 on internal audit 
reporting to senior management and to 
the board, which specifies that “the chief 
audit executive must report periodically to 
senior management and the board on the 
internal audit activity’s purpose, authority, 
responsibility, and performance relative 
to its plan. Reporting must also include 
significant risk exposures and control 
issues, including fraud risks, governance 
issues, and other matters needed or 
requested by senior management and  
the board.”  

Due to their important role, it is 
recommended that the Chief Audit 
Executive, and other senior managers 
within Internal Audit, have an open, 
constructive and co-operative relationship 
with regulators which supports sharing 
of information relevant to carrying out 
their respective responsibilities. In such 
cases, however, it is important that this be 

done within the framework of corporate 
governance of the organization, the one 
that is approved by the board of directors 
and endorsed by the owners if necessary. 
Since the quality of the carrying out the 
internal audit function may have serious 
implications on the company and on its 
stakeholders, the internal audit should 
establish and maintain a quality assurance 
and improvement program. Where the 
internal audit function is outsourced to an 
external provider, Internal Audit’s work 
should be subject to the same quality 
assurance work as the in-house functions 
and the results of this quality assurance 
work should be presented to the Audit 
Committee at least annually for review.

Internal Audit must also maintain an up-
to-date set of policies and procedures, and 
performance and effectiveness measures 
for the Internal Audit function. Internal 
Audit should continuously improve these 
in light of industry developments. Due 
to its complexity and importance, it is 
recommended that the role of internal 
audit is articulated in an Internal Audit 
Charter that is reviewed annually, possibly 
by a third party, in order to make sure 
that it is matching with the evolving best 
practices.
 
Finally, it is worth noting that internal 
audit acts as an important line of defense 
for any company and its failure may 
lead to the failure of the organization 
itself. The recent corporate governance 
scandals under investigation such as 
Tesco and Mobily, have one issue in 
common; misstatement of the financial 
figures. The internal auditors thus may 
have a responsibility in educating audit 
committees on what is important and the 
questions audit committees are supposed 
to raise at their meetings. Historically, 
when internal audit focused on monitoring 
business operations, processes and 
internal control functions, it examined 
whether a control was being performed or 
procedures were followed and report either 
in affirmative or in negative. Whereas now 
internal audit’s focus is not on whether a 
control is being performed but on whether 
it is the right control and if it is being 
performed correctly and cost effectively. 
The internal audit activity and certainly 
audit committees should be more forward 
than backward looking. 
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The internal auditor should, at least annually, 
carry out an assessment of the overall 
effectiveness of the governance, risk and 
control frameworks of the organization.
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BY ALA’  ABU NABA’A           ED ITED BY: ASEM AL NASER

Marketing Internal Audit Services

According to the Institute of Internal 
Auditors’ definition of Internal Auditing, 
there are two types of services that are 
provided by the Internal Audit function, 
namely, Assurance and Consulting 
services. The definition also set out its 
scope of work to include evaluating and 
improving the effectiveness of Governance, 
Risk Management and Control processes. 
Consequently, there are a number of 
stakeholders of internal audit inside 
and outside the organization, each of 
whom with different expectations from 
internal audit. Internal auditors need to 
have marketing skills in order to allow 
stakeholders to understand the internal 
audit team’s role and the diversity of 
services that the team can provide to the 
organization

Why There is a Need for Marketing? 
Every year, organizations spend billions 
of dollars marketing their services to 
customers. Each of these organizations 
is promoting its image and the way 
customers perceive that image. Internal 
audit is similar in that you may not really 
know how your customers (stakeholders) 
perceive you and your teammates. Chief 
Audit Executives may think that they are 
the best and have superior capabilities but 
does really reflect in the perception key 
stakeholders such as senior management 
and the audit committee? This is where the 

Similar to the way that 
organizations market their 
products and services, 
internal audit needs to 
create awareness among 
its stakeholders through 
marketing its value added 
services.

need for marketing internal audit services 
arises. Such marketing needs to challenge 
stereotypes about internal audit services 
and promote a positive image for the Chief 
Audit Executive and his team. 

The very word “Service” implies a more 
personal interaction between internal 
auditors and their stakeholders. Internal 
audit services are directly tied to the 
auditors themselves, their professionalism, 
objectivity and proficiency. 

In my opinion, marketing skill is one of 
the most important non-technical or soft 
skills that internal auditors must possess 
as it will help them explore stakeholders’ 
expectations, create, and deliver value 
to satisfy their needs, and manage audit 
relationships in ways that also benefit the 
organization. Marketing skills also help 
internal audit establish and maintain a 
strong position within the organization, 
optimize outcomes, provide viable 
recommendations, promote awareness by 
various business units of internal audit’s 
consultative role, and encourage audit 
clients to bring problems to the audit’s 
attention. Audit clients with positive audit 
experience would be more likely to ask for 
more services.

According to Joel Kramer from MIS 
Training Institute1, marketing internal 

audit involves “educating stakeholders on 
the services we can provide, giving them 
examples of how these services recently 
have helped the organization, and then 
persuading, encouraging or inducing them 
to use our services”.

Marketing help in enhancing not only 
professional relationships but also most 
importantly the personal ties with 
stakeholders and hence replacing the image 
of the policeman with the image of the 
business partner who is there to add value. 
 
How to Market Internal Auditing? 
In his blog2, Richard Chambers, CIA, QIAL 
(President and CEO of The Institute of 
Internal Auditors) encouraged internal 
auditors to develop a marketing strategy to 
improve awareness of their capabilities. He 
wrote: “we needed to develop a deliberate 
strategy for improving awareness of our 
capabilities – and the value we would deliver 
– because changing perceptions isn’t always 
easy. In other words, we came to understand 
that we needed to do some good old-
fashioned marketing so that clients would 
know when to call us in and what  
to expect ”.

Audit stakeholders do not think only about 
technical quality (how good the audit work 
is) but also about the quality of the service 
(their overall experience with the auditor). 
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have been experienced by the client, assess 
whether the client’s expectations have 
been met, and recommend appropriate 
adjustments to the marketing strategy and 
audit methodologies. 

Developing a formal escalation process 
to address disagreements with senior 
management is another recommended 
marketing strategy. Though it rarely will be 
used, having such strategy in place would 
reinforce internal audit’s desire to listen 
and be fair.

Auditors need always to tell their 
internal audit story as part of new 
employee orientation program, all-hands 
meetings, and initial meetings of all audit 
engagements. They can showcase their role, 

standing, independence, and contributions 
in the organization’s published annual 
report. 
 
Conclusion 
Making an active effort to promote the 
services of the internal audit department 
is an important priority for the Chief 
Audit Executive and the internal audit 
team. The authority given to internal audit 
by the audit committee is not enough to 
have a lasting and fruitful relationship 
with all stakeholders. Marketing internal 
audit services will allow the internal 
audit department to better influence the 
organization and be a positive agent for 
change and add more value to governance, 
risk management, and control. However, 
caution must be exercised when marketing 
internal audit services because if you over 
promise and don’t deliver, the credibility of 
the Chief Audit Executive and his team will 
be hurt. 
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In order to deliver a high quality service 
that adds value to our audit stakeholders, 
we first need to understand the business 
“what the organization actually does”, 
current and emerging risks, strategy, 
objectives, and how the management 
is planning to achieve those objectives. 
Once the business needs are understood 
it is then important to understand 
stakeholders’ needs. In other words, should 
the internal audit department focus more 
on consultancy work or internal audit? 
To this end, we need to develop healthy 
and long term relationship with all levels 
of the business. In addition, we need to 
understand their perceptions about the 
Internal Audit function and rectify such 
perceptions whenever possible or needed. 

The internal audit website may be used to 
manage expectations of those who may 
have distorted perception of the audit 
role (frequently asked questions could be 
considered). 

Audit Feedback Questionnaire is also a 
good tool to obtain the client’s view on the 
benefits secured from the audit, identify 
any communication problems that may 

“At the end of the day, we’re not paid by the 
audit report or by the audit finding. We’re paid 

by how we can make the company better” 
Larry Harrington, CIA, QIAL

Chief Audit Executive at Raytheon Co.3

Ala’ Abu Naba’a, MACC, CIA, CRMA is Chief 
Audit Executive at the Arab Open University in 
Kuwait.

5 Tips to Marketing Internal 
Audit Services

According to Richard Chambers, CIA, 
QIAL (President and CEO of The Institute 
of Internal Auditors)2 the following are 
useful ways to market internal audit 
services:  
1. Hold one-on-one conversations  
 with key stakeholders:  Meet with key  
 stakeholders regularly. Ask about their  
 opinion of the internal audit  
 department. Share with them internal  
 audit success stories. 
2. Develop a professional presentation:  
 Make sure you have professional   
 looking presentation that explains  
 what internal audit does. Use this   
 at kick-off meetings and for orienting  
 new employees and also new internal  
 auditors. 
3. Build marketing messages into  
 periodic reports on internal audit’s  
 performance: When you report  

 internal audit’s performance to the  
 CEO or Audit Committee, make   
 sure you highlight your achievements  
 and possible services that your team  
 can provide.  
4. Develop and distribute an internal  
 audit brochure: Brochures are a  
 powerful way to promote internal  
 audit’s services. This is very useful  
 when starting an audit or with new  
 audit areas or new audit clients. 
5. Create an intranet site for access  
 by your company’s executives and  
 employees: Much more information  
 can be put on the intranet that in a  
 presentation or brochure. They can  
 ask as a central location for all key  
 internal audit messages and can  
 include profiles of the team, main  
 audit policies and the internal audit  
 department’s achievements. The  
 intranet site will need to be  
 updated periodically. 
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BY TAUSEEF ABDUL GHAFFAR ED ITED BY RAYMOND HELAYEL

EMERGING RISK 
TRENDS IN THE 
BANKING SECTOR AND 
HOW INTERNAL AUDIT 
NEEDS TO REPSOND 
Over the past 10 years, the Banking 
Industry has experienced a number of 
severe shocks. From the global financial 
crisis to global austerity to the LIBOR and 
FX scandals and the recent oil price slump, 
a number of risks have emerged that were 
previously not considered important. 
Regulators have also added to the pressure 
on banks to understand their risks and 
implement solutions that help manage 
these risks. Internal Audit has not been 
immune to this, where these events have 
highlighted the need for Internal Auditors 
to change the way they think and operate.

EMERGING RISK TRENDS WITHIN 
THE BANKING SECTOR

Some of the key risks emerging within the 
Banking Sector are:

1. Corporate Governance – tone at  
the top 
All banks are in the business of making 
money. The key is to do so safely and 
this mindset needs to come from the top. 
Management need to ensure that their 
front-line understand the risks involved 
and have adequate controls in place to 
manage them.

2. Strategies linked to risk appetite/ 
risk tolerance 
The starting point for managing risk as a 
business is to evaluate the appetite for risk 
and then formulate the business strategy 
around it. Any disconnect between the 

strategy and the risk appetite will result in 
the organization pursuing opportunities 
that go beyond their risk tolerance levels 
and without an appreciation of the risks 
that they are taking. 

3. Focus on area of expertise 
Banks need to understand their products 
and their related risks, thereby building 
expertise in these products. A simple rule 
should be followed: if a transaction is not 
in line with your strategy or your area of 
expertise, it should not be done, period. 

4. Liquidity/Capital adequacy 
Banks need to be aware of two things: 
the importance of liquidity and the fact 
that severe economic shocks can break 
down any assumptions around liquidity 
by affecting correlations between financial 
instruments. In relation to this, regulators 
across the world have started introducing 
stricter liquidity and capital adequacy 
requirements. On their part, banks should 
have robust Contingency Funding Plans 
in place and should regularly stress test 
their liquidity portfolios using severe shock 
scenarios. 

5. Dangers of gearing and over-leverage 
Leverage, whilst having tremendous 
potential upside, exacerbates downside 
risk. Excessive leverage can potentially have 
a negative impact on the capital. Banks, 
by their very nature, are highly geared and 
hence have a responsibility to ensure that 

they do not become over-leveraged. 

6. Quality of assets 
It is imperative that banks understand the 
quality of their asset book and take steps to 
ensure that adequate quality is maintained. 
A main concern is the over-reliance on 
external rating agencies as an indicator of 
asset quality. Whilst such ratings may be a 
good initial indicator, banks and financial 
institutions need to build appropriate 
internal rating models to gauge asset 
quality. 

7. Perils of inadequate risk transference 
Banks use a variety of financial instruments 
and tools to transfer risk away from them. 
Some of these can be complex in structure 
and as such may not necessarily work as 
expected. Where necessary, banks need to 
ensure that risk is adequately transferred 
using scenario analysis and stress testing. 

8. Understanding models 
Banks use various models to help measure 
and manage risk. These are usually based 
on certain assumptions and; therefore 
there is a need to ensure that models are 
thoroughly validated and back-tested 
before they can be considered reliable. 

9. Risk-Based compensation  
In an effort to curb excessive risk-taking, 
banks have started to introduce the concept 
of risk-based compensation. This means 
that rewards are now tempered by the 
level of risk taken to achieve them. This 

Risk Management
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3. Continuous monitoring  
Today’s environment is too dynamic to 
simply rely on annual audits, and hence 
there is a need for employing continuous 
monitoring techniques. Internal auditors 
should have inquiry access to all systems 
used by the business and be able to view 
exactly what business managers are 
seeing. Access to regular management 
information will help keep them abreast of 
the developments. 

4. Exercise of rationality 
One question that an internal auditor 
should always ask is whether the income 
generated by a business or a transaction 
is reasonable. The age-old adage applies: 
If it is too good to be true, it probably is. 
Internal auditors need to adopt a cynical 
challenge to identify excessive income 
being generated from excessive risk-taking.

5. Up-skilling of auditors  
Having only an audit qualification is 
no longer enough. If they are to audit 
effectively, internal auditors need to receive 
the same training as the businesses they 
are auditing. Internal Audit management 
can enhance the skills of their teams by 
having them obtain business qualifications, 
or by hiring people with prior industry 
experience. 

6. Sourcing specialization  
Internal Audit management need to 
avail other avenues to source specialized 
resources. Whilst outsourcing/co-sourcing 
is one option, one abundant source of 
experience and expertise is the business 
itself. Internal Audit can invite business 
staff as guest auditors on audit assignments. 
This will not only allow the auditors to gain 
from the guest’s expertise, but also allows 
businesses to have a better understanding 
of the work of Internal Audit. 

TO COMMENT on the article,
EMAIL the author at tauseef.ghaffar@nbad.com

ensures that even if the frontline follows 
an aggressive profit-generating strategy, 
they would not be rewarded if they take on 
undue risk. 

10. Equitable investment in systems and 
enablement resources  
Banks tend to invest more in the business-
generating frontline, rather than in systems 
and enablement resources supporting 
that business. This has resulted in risks 
going unmanaged, as certain transactions 
for example are being managed through 
spreadsheets. Equitable investment in the 
governance and support infrastructure 
is required to ensure that business is 
conducted safely. 

HOW SHOULD INTERNAL AUDIT 
RESPOND?  
So what are the implications for Internal 
Audit? As the 3rd line of defense, Internal 
Audit needs to upgrade its practices 
so that it can meet its dual mandate of 
independent assurance to the Board and 
value addition to the business. It needs 
to be more responsive to its environment 
and be closer to the business, in order to 
achieve these objectives. 

Some of the developments that could  
be considered by the Internal Audit 
Function are: 

1. Robust risk-based planning  
The Internal Audit profession has already 
adopted a risk-based approach; however, 
this needs to be taken further. Banks 
operate in a very dynamic environment 
and risks need to be constantly reassessed. 
This can be done through lessons learned 
exercises or on the back of regulatory hot 
topics, as well as through constant dialogue 
with the business. 

2. Partnering/Relationship concept 
Internal auditors need to partner and build 
relationships with the business in order to 
keep abreast of their operations and related 
progress. This will enable them better 
assess and anticipate potential risks as they 
emerge. 

Risk Management

7. Awareness of regulations  
The staggering amount of regulatory fines 
recently levied on financial institutions 
is testament to the fact that businesses 
need to keep abreast of regulations. 
Regulatory compliance should be at the 
foremost of Internal Audit’s agenda. 
Conversely, Internal Audit should also 
focus on unregulated or under-regulated 
areas as they are usually subject to limited 
oversight. 

CONCLUSION 
Recessions and crises provide a very 
important opportunity for internal 
auditors. They usually highlight the risks 
that are often overlooked during economic 
growth/expansion periods. It is during 
such times that Internal Audit can really 
learn lessons that provide valuable insight 
into what went wrong, the implications 
on the internal audit profession, and how 
internal auditors can change or improve 
their processes and practice. 

Internal Audit can no longer play the same 
traditional role. Internal Auditors need 
to really understand the risks within the 
businesses, partner with them to keep a 
finger on the pulse of the organization 
so that they are aware of things as they 
happen, and better develop their teams’ 
skills. At the same time, internal audit 
needs to resist pressures from management 
and ensure that its voice is heard across the 
organization. Ultimately, internal audit is 
the last line of defense and therefore cannot 
afford to be complacent.

“Internal auditors need to partner and build 
relationships with the business in order to keep 
a finger on the pulse of the organization.”

TAUSEEF ABDUL GHAFFAR, CFA, FRM, CPA 
is the Senior Vice President & Head of Audit 
of the Global Wholesale Bank at the National 
Bank of Abu Dhabi.


